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[bookmark: _Hlk523914805]Oath of Confidentiality Tool
Document Purpose and Overview
Confidentiality oaths are important clinic documents that should be signed by all physicians, staff, volunteers, contractors and vendors who doing work for your clinic. This is an important safeguard to ensure that every custodian and affiliate in your clinic understand their obligations to protect health information. 

Once the oath is signed, keep the document in a secure but accessible location in the clinic (e.g. staff HR files, secured filing cabinet). These oaths are important as this information may be required in the event of a breach.  

[image: Comment Important outline]Important note: When working with external vendors, it is important to determine which privacy agreement is required when third parties are involved with the collection, use, disclosure, storage or disposal of health information. For example, an Information Manager Agreement (IMA) is a requirement   for EMR vendors to sign.  
Instructions for use
[bookmark: _Hlk91496231]The instructions below are meant to assist you with making this document your own and to and to build strong privacy and security practices within your clinic. The document is created in a standard word document and can be edited to address the specific agreement needed:

· There are highlighted sections in the document that should be edited to fit your clinic’s specific requirements. Please remove all highlighting as you fill out the relevant section. 
· The document must be signed by each individual and kept in the clinic (see above).
Questions?
If you have any questions about this document or require further assistance, please contact the Alberta Medical Associations’ Security Privacy and Data Sharing (SPaDS) team at privacySPaDS@albertadoctors.org.


[bookmark: _Hlk90556526]Confidentiality Oath

1. I,________________ agree that I will faithfully discharge my duties as a physician/employee / volunteer / contracted service provider for <CLINIC NAME>, and will observe and comply with all policies and procedures of the clinic with respect to privacy, confidentiality, and security of health information

2. I further acknowledge specific information handling and security practices which include:
a. Information Handling and Security Procedures
b. Laptop Security
c. Wireless Networking / Remote Access Policies

3. Unless legally authorized to do so, I will not use or disclose health or business information (other than business card information) that comes to my knowledge or possession by reason of my affiliation with the clinic, including after I cease to be employed at the clinic.

4. I understand that a breach of this agreement may be just caused for the termination of my employment or affiliation with the clinic.

5. I am aware that the clinic has policies and procedures regarding the privacy, confidentiality, and security of health information, and I understand that it is my responsibility to be familiar with the requirements outlined in these policies and procedures. I understand that I am to review these policies and procedures at the time of hire, annually, if I change to a job position involving greater health information access or responsibility, or after an incident/breach at the clinic.

6. My use of the clinic’s electronic medical record, Alberta Netcare, and other electronic applications may be monitored to ensure appropriate confidentiality and security. Audit and access logs will be checked by the clinic system administrator periodically and/or if a breach of security or privacy is suspected. Alberta Netcare audits user access regularly. A participating custodian and authorized affiliate may access and use information in Alberta Netcare when:
a. They are in a current care relationship with the individual who is the subject of the information;
b. They are providing health services to the individual either in the presence or absence of that individual;
c. Their access to the information is necessary for the provision of the health services or for making a determination for a related health service; and 
d. The information is related to and necessary for the current session of care.

7. I understand that I can refer to the Clinic Privacy Officer, <CLINIC PRIVACY OFFICER NAME>, for the details of these policies and any other information required for me to understand my obligations.

	_________________________________
	_________________________________

	Signature
	Date



	This tool is for educational and informational purposes. It is intended to provide guidance and is not a substitute for professional or legal advice. Should you decide to use this tool and its information, you do so at your own risk. While the information provided in this tool has been produced and/or verified by a team of subject matter experts, it is not guaranteed that it is applicable to every situation, person, or business need. If you have additional questions or require assistance, please contact privacySPaDS@albertadoctors.org.
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